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Abstract

With its unique advantages of ensuring data integrity, preventing tampering, and enabling traceability, blockchain technology demonstrates immense po-

tential in the field of medical data storage and sharing. Current challenges in medical data sharing include low cross-institutional efficiency and incomplete

error correction mechanisms. Through core components such as distributed ledgers and smart contracts, blockchain technology provides new solutions for

the secure storage and sharing of medical data. This paper explores the basic principles and related technologies of blockchain, discusses the current status

and challenges of medical data storage and sharing, and focuses on the application of blockchain technology in secure storage and sharing systems for

medical data. Furthermore, it analyzes future trends in blockchain applications for medical data storage and sharing, aiming to provide references for the

further development of medical informatics and to promote the comprehensive improvement of healthcare service efficiency and quality.
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1 Introduction

The rapid development of information technologies
such as the industrial internet and big data has driven
the digitization, personalization, and informatization
of healthcare services, signifying a significant trend for
the future. In this transformation process, the problem
of “data silos” in the healthcare sector is expected to be
gradually resolved, enabling the interconnection of med-
ical data across regions, organizations, and institutions.
This, in turn, allows information technology to be more
effectively integrated into healthcare services, improv-
ing the utilization of medical data and the integration of
healthcare resources.

The General Office of the State Council of China
issued the “Opinions on Promoting the Development
of Internet+ Healthcare,” emphasizing the importance
of strengthening information resource allocation and
promoting the deep integration and sharing of infor-
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mation technology in the health and medical field.
However, healthcare institutions in China still face
significant challenges in data sharing and utilization,
particularly in terms of cross-institutional medical
data sharing, which remains inefficient, and error cor-
rection and fault tolerance mechanisms that are still
underdeveloped [1].

Among the various available information tech-
nologies, blockchain is recognized as a critical break-
through for integrating with healthcare informatics
due to its advantages in ensuring data integrity, pre-
venting tampering, enabling traceability, and scal-
ability. Blockchain has the potential to address the
shortcomings of healthcare institutions in terms of
informatization, facilitating precise sharing and effec-
tive utilization of medical data across regions, organi-
zations, and institutions.

However, blockchain’s transparency and decen-
tralized features could also pose potential risks to
the security and privacy of medical data, potentially
exacerbating data leakage risks. Therefore, a pressing
challenge in the healthcare informatics domain is how
to maximize data sharing and utilization while ensur-
ing data security, thereby enhancing the efficiency of
healthcare services.
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2 Overview of Blockchain Technology

Blockchain is an advanced distributed database ar-
chitecture, with its core components comprising blocks
(used to record transaction information and other data
units), chain structures (a sequence of blocks linked in
chronological order to form a tamper-proof record), dis-
tributed ledger technology (which enables data storage
across multiple nodes), and a decentralized design con-
cept (eliminating a single controlling center and instead
relying on the collaborative maintenance of all network
members) [2].

This architecture employs a chain-based data struc-
ture combined with encryption methods such as hash
algorithms and public-key cryptography to enhance data
protection. It also relies on consensus mechanisms like
Proof of Work (PoW) and Proof of Stake (PoS) to ensure
that all nodes in the network agree on the state of the
data, thereby guaranteeing data accuracy and integrity.

The main characteristics of blockchain are summa-
rized as follows:

2.1 Decentralization

Blockchain employs a fully distributed data storage
solution without central nodes. All participating nodes
hold a complete and consistent set of block data, ensur-
ing openness, transparency, high security, and trustwor-
thiness. It also achieves data immutability.

2.2 Immutability

Each transaction record on the blockchain is as-
signed a unique hash value. To modify a single record,
theoretically, the hash values of that block and all sub-
sequent blocks would need to be altered simultaneously.
This is highly impractical in reality, as it would require
control over most of the blocks in the network. Thus,
any attempt to modify a single block would be deemed
invalid, ensuring data immutability.

2.3 Trustless

The operation of blockchain systems relies entirely
on transparent rules and algorithms, eliminating the need
for traditional trust relationships between nodes. Within
the framework of the system, all nodes follow the same
rules, making fraudulent behavior difficult and establish-
ing a new trustless system based on algorithms [3].

2.4 Anonymity

Interactions between blockchain nodes depend on
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predefined algorithmic logic rather than identity trust be-
tween the nodes. Consequently, during transactions, par-
ties can build trust without disclosing personal identities,
offering anonymity protection for both parties involved.

3 Fundamental Principles and Related Technol-
ogies of Blockchain

3.1 Fundamental Principles of Blockchain

Blockchain is a database system that integrates
features of sharing, decentralization, and distribution. It
cleverly combines essential computational technologies
such as timestamping, Merkle tree architecture, and con-
sensus algorithms, while leveraging cryptographic prin-
ciples like hash functions, asymmetric encryption, and
digital signatures to create an innovative distributed in-
frastructure. In this architecture, nodes in the blockchain
network consolidate information to be recorded into
blocks, which are added to the chain through competi-
tive consensus mechanisms. Each newly created block
embeds the hash value of the previous block, creating a
sequentially extended chain structure.

Blockchain manifests in three core forms: (1) Pub-
lic Blockchain: A fully open blockchain platform that
allows unrestricted participation by anyone. It achieves
complete decentralization, enabling users to create and
add blocks without prior authorization [4]. (2) Private
Blockchain: Designed for specific organizations, this
type of blockchain restricts participation to authorized
nodes, resulting in limited decentralization. (3) Consor-
tium Blockchain: Positioned between public and private
blockchains, consortium blockchains enable limited de-
centralization. In healthcare applications, the consortium
model is more suitable as it incorporates relevant med-
ical institutions and regulatory bodies as nodes within
the blockchain network while maintaining appropriate
access thresholds.

3.2 Related Technologies in Blockchain

3.2.1 Distributed Ledger Technology

Distributed ledger technology (DLT) is a core
component of blockchain. It ensures data integrity and
security through the replication and distributed storage
of data across multiple nodes in the network. In medical
data sharing scenarios, DLT employs advanced encryp-
tion algorithms, such as SHA-256, to generate a unique
hash identifier for every transaction, guaranteeing im-



mutability. Once data is written into a block, it cannot be
altered by a single or a small group of nodes.

3.2.2 Asymmetric Encryption Algorithms

In 1985, Koblitz and Miller independently pro-
posed the theory of elliptic curve cryptography (ECC),
which marked a major breakthrough in asymmetric key
encryption [5]. ECC functions, combined with hash
algorithms, generate a pair of interrelated public and pri-
vate keys. These keys are logically connected but cannot
be deduced from one another.In this system, the public
keys are used for data encryption, while the private keys
are used exclusively for data decryption.

Hash algorithms play a crucial role in verifying data
integrity, ensuring that data has not been tampered with
during transmission. In a blockchain network, public
keys are accessible to all nodes, while private keys are
securely held by individual users. This design ensures
high levels of security for data transmission and reliable
authentication of the sender’s identity.

3.2.3 Consensus Mechanisms

In the context of healthcare data management, con-
sensus mechanisms such as Proof of Work (PoW) and
Proof of Stake (PoS) not only provide a tamper-proof
security barrier for the data but also implement a de-
centralized process for transaction validation and re-
cord-keeping through algorithmic logic, thus avoiding
direct intervention by central authorities. Specifically,
in the PoW algorithm, nodes must solve complex com-
putational problems to verify the authenticity of trans-
actions. This process relies on the collaborative efforts
of all nodes in the network, collectively ensuring the
consistency and security of transaction data. Healthcare
data sharing platforms that use the PoW mechanism can
effectively control the risk of malicious transactions at
a very low level (below 0.001%) [6]. Moreover, this al-
gorithm promotes energy efficiency while encouraging
broader network participation, thereby enhancing the
network’s decentralization and overall security. As a re-
sult, the application of consensus algorithms continues to
expand its boundaries and gain wider adoption.

3.2.4 Smart Contracts

Smart contracts are automated execution programs
deployed on blockchain networks. They trigger and exe-
cute contract terms automatically when preset conditions
are met, without the need for third-party intervention.
While traditional digital contracts can achieve automated
execution, they are often vulnerable to tampering and at-
tacks. Blockchain technology provides a secure environ-
ment for smart contracts, addressing trust issues during
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execution.

By leveraging blockchain’s distributed storage:

* Patients can securely access and authorize their
medical data without intermediaries using smart contract
algorithms.

* Blockchain’s immutability ensures the authentici-
ty of contract terms.

* Decentralized storage enables all network nodes
to back up data, collectively verifying and supervising
contract execution.

Ethereum, as the most widely used and mature
blockchain platform for smart contracts, continues to
drive innovation and development in this field.

4 Current State and Challenges of Medical Data
Storage and Sharing

4.1 Current State of Medical Data Storage and
Sharing

Medical data storage and sharing are critical com-
ponents of the digital transformation in the healthcare
industry. To date, China has successfully established a
range of hierarchical and categorized medical health data
platforms tailored to different application needs. These
platforms are built upon a system of healthcare informa-
tion standards, which have been instrumental in advanc-
ing the informatization and digitization of medical and
health data sharing. With continuous improvements in
the health information standards management system,
these platforms have significantly enhanced the intercon-
nectivity and interoperability of medical and health data.

In terms of infrastructure, China has laid the
groundwork for a foundational environment supporting
the sharing of health and medical data. Stakeholders,
including government agencies, medical institutions,
research institutes, and various health data platforms,
have demonstrated tremendous potential and vitality in
data sharing activities. Through the construction of data
centers, data warehouses, and cloud computing plat-
forms, these stakeholders provide robust support for the
storage, processing, and analysis of medical data [7].

Medical institutions, as primary sources of med-
ical data, possess large volumes of patient health in-
formation. This data encompasses a wide range of
content, including patients’ basic information, medical
records, diagnostic results, treatment plans, and imaging
data, serving as a crucial foundation for medical deci-
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sion-making, research, and treatment. Additionally, as
medical technologies evolve and equipment advances,
the volume and complexity of medical data continue to
grow, enriching resources for data storage and sharing.

Moreover, the rapid development of “Internet+
Healthcare” has expanded the sources of health data.
Beyond the data held by medical institutions, resources
such as residents’ electronic health records, electronic
medical records, and electronic prescriptions serve as
core institutional databases. Additionally, databases from
third-party entities, such as public health agencies and
diagnostic centers, contribute valuable resources for
medical data storage and sharing. Integrating and sharing
this data can not only improve the efficiency and quality
of medical services but also provide more comprehen-
sive and accurate support for medical research and treat-
ment.

4.2 Challenges in Medical Data Storage and Sharing

4.2.1 Technical Challenges

(1) Data Format and Standards Diversity: Medical
data formats and standards vary significantly, not only
between institutions and systems but also within differ-
ent departments of the same institution. This diversity
complicates the integration and analysis of shared data.
The lack of unified data standards and interfaces leads to
inefficiencies and complexities in data exchange [8].

(2) Massive Data Growth: The rapid growth of
medical data, especially imaging data and genomic se-
quencing information, places unprecedented demands on
storage capacity and processing capabilities. Efficiently
storing, managing, and analyzing these massive datasets
remains a pressing technical challenge.

(3) Data Accuracy and Completeness: Ensuring
data accuracy and completeness is vital for clinical deci-
sion-making. Errors during data entry, system upgrades
that cause data loss or conversion issues, and incomplete
patient histories can severely undermine data quality and
lead to diagnostic mistakes.

(4) Data Security Risks: Medical data contains sen-
sitive personal information. Any data breach poses sig-
nificant threats to individuals’ privacy and safety, making
data protection a critical concern.

4.2.2 Legal and Ethical Challenges

(1) Diverse Privacy Regulations: Different coun-
tries and regions have varying laws for personal data
protection, such as the European Union’s General Data
Protection Regulation (GDPR) and the United States’
Health Insurance Portability and Accountability Act
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(HIPAA). These discrepancies make cross-border data
sharing particularly complex, requiring strict compliance
with multiple legal frameworks.

(2) Ownership Disputes: The ownership of medical
data is a contentious issue, with patients, medical institu-
tions, and research organizations often having conflicting
claims over data usage rights. Balancing these interests
to ensure fair and reasonable data utilization is a signifi-
cant legal and ethical challenge [9].

(3) Informed Consent and Ethical Use: Medical
data is often shared for purposes such as research and
education. Ensuring that all data usage undergoes rigor-
ous ethical review and obtains informed consent from
patients is central to safeguarding patients’ rights and
maintaining ethical standards in medical data usage.

4.2.3 Standardization and Interoperability Chal-
lenges

(1) Although international medical data standards
like HL7 and DICOM exist, their adoption and compati-
bility remain limited in practice. The lack of unified data
standards reduces the efficiency of data sharing, hinder-
ing the effective use of medical data on a larger scale.

(2) Poor interoperability between different medical
information systems leads to issues such as mismatched
formats and information loss during data exchange. This
significantly hampers data integration and restricts the
depth and breadth of data sharing.

4.2.4 Trust and Collaboration Challenges

(1) Concerns over data security and privacy often
lead to a lack of trust between medical institutions, re-
ducing their willingness to share data.

(2) Effective data sharing frequently requires co-
ordination across multiple sectors, such as health, tech-
nology, and education. However, unclear responsibilities
and uneven benefit distribution among these sectors
create barriers to collaboration, further complicating data
sharing efforts.

5 Applications of Blockchain Technology in
Secure Medical Data Storage and Sharing Sys-
tems

5.1 Decentralized Data Storage

One key application of blockchain technology in
secure medical data sharing is decentralized data storage.
By distributing medical data across multiple nodes in
a network, blockchain enhances data immutability and



reliability. Each node holds a complete copy of the data,
and any updates require verification through consensus
mechanisms among the majority of nodes to ensure con-
sistency and integrity.

Compared to traditional centralized storage sys-
tems, decentralized storage is more resistant to single
points of failure, improving system stability [10]. Addi-
tionally, since attackers must compromise multiple nodes
simultaneously to affect the data, this storage method
greatly reduces the risk of data breaches. It not only
strengthens data security during storage and transmission
but also enhances accessibility and the utility of the data.

5.2 Data Access Control and Privacy Protection

Strengthening access control and ensuring privacy
protection are critical in building secure medical data
sharing systems. Blockchain’s smart contract capabilities
provide a robust foundation for implementing complex
and precise access control strategies. These strategies en-
sure that only authorized users can access specific medi-
cal information.

Smart contracts’ autonomous execution eliminates
the need for centralized management, significantly
enhancing data security and privacy. Blockchain has
demonstrated its ability to minimize unauthorized data
access and reduce the risk of data breaches. Further-
more, blockchain can generate immutable audit logs for
every data access event, increasing system traceability
and transparency. This helps monitor and manage access
behaviors, enhancing overall security and patient trust in
privacy protection [11].

5.3 Optimizing Data Sharing Mechanisms and En-
hancing Cross-System Interoperability

Blockchain provides a new pathway for inter-insti-
tutional data sharing that ensures data integrity and se-
curity. Its decentralized architecture allows the system to
operate smoothly without a central server, ensuring that
all participating nodes verify and maintain data consist-
ency.

In real-world scenarios, blockchain has been suc-
cessfully integrated into emergency response workflows,
improving the efficiency of critical information sharing
and increasing the success rate of emergency treatments
[12]. Furthermore, the blockchain-powered data sharing
framework can seamlessly connect disparate information
systems with varying technical architectures, significant-
ly enhancing interoperability between service providers.
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This improves resource utilization efficiency and deliv-
ers a smoother, more convenient service experience for
users.

6 Practical Applications of Blockchain in Medi-
cal Data Storage and Sharing

The following are examples of how blockchain
technology is being applied in medical data storage and
sharing, showcasing its effectiveness in the healthcare
domain:

6.1 Electronic Medical Records (EMRs)

Using blockchain technology to store medical re-
cords not only protects patient privacy but also ensures
that healthcare providers can access and update medical
records in real-time. This significantly enhances the
accuracy of medical decisions and response times. For
example, the Medical Blockchain BaaS Platform devel-
oped by Beijing University of Posts and Telecommuni-
cations has demonstrated top-tier capabilities in areas
such as strengthening data security and privacy, promot-
ing the sharing and traceability of medical information,
optimizing medical service workflows, and improving
insurance claim settlements and cost management. This
platform has earned trust and praise from multiple hospi-
tals, providing substantial value-added benefits.

6.2 Drug Traceability and Anti-Counterfeiting

By recording drug information on the blockchain, it
becomes possible to trace and verify the entire lifecycle
of a drug, from production to distribution. Consumers
can easily access detailed production and supply chain
information by scanning a QR code on the product. This
measure effectively curbs the circulation of counterfeit
drugs and greatly improves the quality and safety of
pharmaceuticals. Some pharmaceutical companies have
already adopted blockchain technology for drug trace-
ability and anti-counterfeiting, ensuring the safety and
efficacy of medications used by patients.

6.3 Medical Equipment Management

Blockchain technology also holds great promise in
managing and maintaining medical equipment. It can
provide detailed records of the origins, distribution paths,
and usage of medical devices, offering robust assurances
of their quality and safety. Additionally, by recording the
maintenance history of equipment, blockchain enables
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healthcare institutions to manage and maintain devices
more efficiently. For instance, some medical institutions
are already leveraging blockchain technology to track
and manage medical equipment, improving utilization
rates and ensuring safety during medical procedures [13].

6.4 Research Data Sharing Platforms

Blockchain provides strong technical support for
the creation of decentralized research data-sharing plat-
forms. By deploying smart contracts, these platforms
can ensure the security and credibility of research data,
fostering closer collaboration and data exchange among
research institutions. Some organizations have already
begun using blockchain to build such platforms, ena-
bling cross-institutional data sharing and collaborative
research, injecting new momentum into the advancement
of medical research.

7 Future Trends of Blockchain in Medical Data
Storage and Sharing

7.1 Technological Innovation

Blockchain technology will undergo significant im-
provements and optimizations. Core components, such
as consensus mechanisms and encryption algorithms,
will continue to be upgraded to enhance system scalabil-
ity and overall performance. Innovations in consensus
mechanisms will reduce transaction confirmation times
and increase network throughput, enabling blockchain to
handle large-scale data processing challenges. Advanc-
es in encryption algorithms will further strengthen data
security, ensuring absolute privacy during data transmis-
sion and storage. Moreover, blockchain technology will
no longer develop in isolation but will integrate deeply
with emerging technologies like artificial intelligence
(AI) and the Internet of Things (IoT), driving the digital
and intelligent transformation of the healthcare sector.
This cross-disciplinary collaboration will create new ap-
plication scenarios and solutions, such as Al-based smart
contract auditing and secure IoT device integration,
bringing unprecedented changes and opportunities to the
industry [14].

7.2 Expanding Applications

As blockchain technology matures, its applications
in healthcare will continue to expand, becoming deeply
integrated into various medical scenarios and workflows.
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In telemedicine, blockchain will ensure the integrity
and privacy of patient data, enabling secure and effi-
cient remote consultations. In supply chain management
for healthcare, blockchain will allow full traceability
of drugs and medical devices, effectively combating
counterfeiting and improving transparency and safety.
Additionally, blockchain will seamlessly integrate with
healthcare IT systems, such as electronic medical records
(EMR) and medical imaging storage and transmission
systems, facilitating efficient data exchange and stream-
lined workflows. These cross-system collaborations will
lay a solid foundation for the comprehensive digitaliza-
tion and intelligent transformation of healthcare, improv-
ing service quality and operational efficiency.

7.3 Policy and Regulatory Improvements

The widespread application of blockchain in med-
ical data storage and sharing has highlighted both its
transformative potential and accompanying challeng-
es, prompting governments and regulatory bodies to
strengthen oversight and establish clear guidelines. In
the future, we may see the introduction of specialized
policies and regulations aimed at blockchain applications
in healthcare. These measures will create a lawful and
compliant environment for the technology’s use while
ensuring robust protection of patient privacy and data
security [15].

Specifically, such regulations may address the
entire lifecycle of data storage, transmission, use, and
sharing, outlining precise requirements and operational
standards. Blockchain technology providers and health-
care institutions will likely face stringent accreditation
criteria to ensure their competence in areas like techni-
cal performance, data security, and privacy protection.
Additionally, regulations will clarify liability in cases of
data breaches or misuse, enabling swift identification of
responsible parties and effective remediation. Govern-
ments will also promote the establishment of standard-
ized frameworks for blockchain applications in health-
care, covering technical architecture, data formats, and
interface protocols to ensure interoperability between
different platforms and facilitate data exchange.

7.4 Protecting Patient Rights

Protecting patient rights will become a core focus
of blockchain applications in medical data storage
and sharing. Governments and regulatory agencies will
prioritize the safeguarding of patient privacy and data se-
curity through enhanced oversight and a comprehensive



legal framework.

To achieve this, stricter data protection and privacy
regulations will be implemented, specifying detailed
requirements and responsibilities for data collection,
storage, use, and sharing. Regulators will increase scru-
tiny of healthcare institutions and blockchain technology
providers through routine and random inspections to
ensure compliance with legal and privacy standards.
Furthermore, mechanisms to protect patient rights will
be developed, including complaint channels and dispute
resolution systems, ensuring patients can quickly receive
assistance and support in cases of data breaches or mis-
use [16].

7.5 International Cooperation and Exchange

The rapid global development and application
of blockchain in medical data storage and sharing are
driving a profound industry transformation. Against this
backdrop, international collaboration and exchange will
become increasingly important, serving as critical driv-
ers of blockchain adoption.

In the future, more international conferences,
high-level forums, and diverse exchange activities will
focus on blockchain applications in healthcare. These
events will provide platforms for showcasing technologi-
cal achievements and exchanging innovative ideas, facil-
itating global technological collaboration. Through these
interactions, countries can share valuable experiences
and lessons learned from blockchain implementation.
Whether analyzing successful case studies or addressing
challenges, these insights will offer meaningful referenc-
es for all parties. Additionally, international cooperation
in data protection and privacy regulations will be crucial.
As cross-border medical data flows become more fre-
quent, ensuring legal and compliant data transfer and use
will be a pressing challenge. Strengthening international
coordination and establishing globally recognized stand-
ards for data protection and privacy will provide clear le-
gal guidance and security for cross-border medical data
exchange.

8 Conclusion

This article explores the application of blockchain
technology in medical data storage and sharing, high-
lighting its potential to address data silos and enhance
data security and reliability. As blockchain continues to
develop and mature, its applications in healthcare are
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poised to expand significantly. In the future, blockchain
will integrate deeply with other emerging technologies,
such as artificial intelligence and IoT, driving the digital
and intelligent transformation of the healthcare sector. At
the same time, governments and regulatory bodies must
strengthen oversight and establish clear guidelines to en-
sure robust protection of patient privacy and data securi-
ty. With these measures in place, blockchain is expected
to play an even greater role in improving healthcare ser-
vice efficiency and quality, advancing medical research,
and supporting innovative treatments.
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